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Abstract- Internet of Things (IOT) is an advanced version of Internet where it is not just the mobile phones  and computers  
that is connected to internet but also  the other electronic objects also get connected to internet. Internet of Things (IOT) 
requires the use of IPv6 protocol to satisfy address needs of large number of surrounding things. The challenge faced in this 
wireless mode of communication between devices is the security of information & the privacy of individuals. In this paper a 
cryptographic method is put forth which makes use of MD5 and AES algorithm to attain security & privacy. Both these 
algorithms are simulated in Modelsim 6.5 and Xilinx 14.2 tool using verilog HDL.  Proposed method of chaining of the two 
algorithms twice provide better security and privacy. On integrating these algorithms into an RFID tag a secure means of 
communication can exist between surrounding things and thus making way for the acceptance of Internet of Things in 
society. 
 
Index terms: Internet of Things; RFID;  AES; MD5; confidentiality; integrity; VLSI. 
 
 

I. INTRODUCTION: 
 
The vision of IOT is to extend Internet into our day to 
day life and create a physically networked world in 
which all electronic devices are connected via a 
wireless network to form a globally intelligent 
infrastructure.  All the objects within the network are 
electronically tagged using an RFID tag so as to 
identify, access, control & manage the functionality 
of other objects.  Thus IOT establishes a huge 
network of interconnected objects where objects can 
communicate with humans as well as other objects. 
These objects, which are fitted with RFID tag  ,are 
prone to several attacks  due to the lack of a physical 
contact in the communication process   which cause 
loss of individual privacy and security of information. 
A solution to this issue of security and privacy had 
not yet been developed. Through this paper a method 
has been put forth to meet this challenges of security 
and privacy of data and individuals respectively.   
    
The rest of the paper is organized according to the 
following outline.  In section 3 cryptographic 
algorithms Rinjadael AES algorithm and  MD5 Hash 
algorithm isdiscussed.  Section 3 puts forward a 
method to integrate the cryptographic algorithm into 
the RFID  tag.  Section 4 highlights the reason for 
integrating the cryptographic algorithms to RFID. 
And in section 4 the experimental results and 
observations of implementing the cryptographic 
algorithms in Xilinx 14.2 is shown.  
  
The various enabling technologies of Internet of 
Things such as (Radio Frequency Identification) 
RFID, (Wireless Sensor Networks) WSN , (Real-time 
location systems)RTLS is discussed in paper [1] .The 
various challenges of IOT that must be overcome  to 
get the required social acceptance is also mentioned. 
Paper [2]  puts forward an  approach based on the 

Internet of Things technology in medical environment  
to attain a  secure  connectivity with patient sensors 
and everything around patient.  
  
A supply chain  information transmission model 
based on RFID and Internet of Things is  proposed  in 
paper [3].  
  
Authors of [4, 5] describes on the simulation of AES 
algorithm as well as its implementation in hardware.  
  
In paper [6] a general architecture and several 
implementations of MD5 hash algorithm are 
presented.  
  
Paper [7] highlights the various security requirements 
of RFID along with an application specific security 
measures. Also the challenges and perspectives for 
future improvements of security measures in RFID 
systems and privacy issues  are outlined.  
  
Authors in [8] emphasizes  that security and privacy 
are the key issues of IOT applications and provides a 
research analysis of key technologies including 
encryption mechanisms, communication security, 
cryptographic algorithm, etc and outlines it 
challenges.  
 

II. SYSTEM MODEL FOR RFID 
TECHNOLOGY  

 
Radio Frequency Identification (RFID) is a wireless 
technology which is used to identify a unique 
object/persons and to track the data regarding that 
object/person. It is the information collection terminal 
and information entrance terminal of IOT after 
reading and processing the data stored in the RFID 
tags. The RFID tag and RFID reader establishes a 
radio frequency channel through which data transfer 
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takes place. Considering the advantages of RFID 
technology such as contactless, speediness, multiple 
object identification, etc along with its applications in 
industries, medical, transportation, etc the integration 
of RFID in IOT provides an added support to 
improve  the quality of living.  The RFID reader 
continuously emits RF waves. When a RFID tag 
encounters the RF wave the tag transfers its unique 
ID code to the reader which then sends the code 
server. After which the information about that object 
in which the tag was present is transferred.   
 

 
 
With the deployment of advanced technologies the 
security issues concerned with the latest technology 
must also be addressed along with the issues related 
to the interaction of the technology with the existing 
products.  The security of the system is to be 
optimized to avoid the mishandling of RFID 
technology.  Authenticity, confidentiality, integrity, 
data privacy are some of the security requirements 
that need to be considered in an RFID system. 
Therefore cryptographic algorithms need to be 
integrated into RFID tag to tackle the susceptibility of 
the existing security issues.   
  
Thus by integrating the above mentioned chained 
cryptographic algorithms into the tag a secure means 
of data transfer can take place in IOT.   
  
III. IV.AUTHENTICATION AND 

INTEGRITY OF  RESPONDER DATA 
IN RFID  

  
The ubiquity of RFID makes it an important 
component in IOT and this technology connect the 
physical world with internet world. Many application 
specific security mechanisms for authentication and 
confidentiality have been adopted. But the existing 
security mechanism has to be enhanced for IoT. The 
data in RFID is prone to different attacks such as 
spoofing, eavesdropping and denial of service. Since 
RFID technology doesn’t need line of sight 
unauthorized RFID readers can obtain the data if it is 
not encrypted.  Therefore encryption is done using  a 
chaining method which makes use of  AES algorithm  
and MD5 algorithm. This encrypted data  is send to 
the reader and then to the host computer. Authenticity 
is guaranteed by the use of MD5 algorithm. The 
chaining method introduced in this paper is an 

enhancement of the existing security solution that 
enables to improve the user authentication, integrity, 
security and privacy of the information being 
transferred from tag to reader.  
 
IV. PROPOSED SYSTEM- CHAINING 

METHOD  
  
Despite all the disadvantages of AES algorithm and 
MD5 algorithm the combination of both can bring 
about a significant improvement in the security  and 
privacy  issue of RFID technology  through which the 
issue of acceptance of IOT can be solved.  
  
By chaining each of the 512 bits of data is 
compressed to 128 bits of data and is then encrypted 
using AES algorithm. This encrypted data is  then 
padded and then appending with the length of bits, 
that is 128, so that its length reaches to 512 bits. This 
block of 512 bits is again compressed to 128 bits of 
data and then encrypted. This process continues for 2 
chains of operation. This chaining operation provides 
better security and privacy. 
 

 
 
 

V. SYSTEM REQUIREMENTS 
CRYPTOGRAPHIC ALGORITHMS  

  
A . AES  
Advanced Encryption  Standard(AES) is public key 
algorithm. It ensures confidentiality and  privacy of  
data.  It is based on Rinjadael and takes blocks of data 
as input i.e 128 bits. For an   AES   algorithm 
operating with 128 bits there are  about 10 rounds of 
operation. Broadly, AES has  three main operations: 
key expansion,  encryption  and decryption. In key 
expansion the 128 bit data is grouped as four words 
as shown in fig 2 and each word  is substituted with a 
word  from  sbox, then the row of words is  rotated  
and  then is  xored  with  a constant Rcon whose 
value depends on the round of operation takes place 
as shown in fig 3. The various values of Rconst for 
each round of operation is shown in table 1. The 
result of key expansion are a set of 10 round keys.  In 
encryption the main process are     substitution of 
bytes using sbox, rotation of the rows, mix column 
transformation using finite field arithmetic and then 
xoring with each round key obtained from key 
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expansion routine based on the round of operation.  
And in decryption the main process are inverse 
substitution of bytes using sbox, inverse rotation of 
the rows, inverse mix column transformation using 
finite field arithmetic and then xoring with each 
round key obtained from key expansion routine based 
on the round of operation. This process continues till 
it completes 10 rounds[5]. 
 

 
 

 
 

 
 

 
 
B.  MD5  
MD5 is message digest hash algorithm which works 
with 512 bits of data which is interpreted to a 

message digest of 128 bits.  MD5 algorithm ensures 
integrity of data. It accepts n bits of data as input and 
divides it into blocks of 512 bits each but if any of the 
block of data is less than 512 bits then data is padded 
with 1 bit followed by 0’s, so that resulting number of 
bits is congruent to mod 448, and is then followed by 
appending length ,where the length implies the initial 
length of bits before padding, now the resulting 
number of bits is congruent to mod 512 .The next 
step is initializing a MD buffer which is then 
processed [6] by using various functions as shown in 
fig 5.  MD5 basically consists of 4 rounds of 
operation with each round having 16 steps of 
operation. For each round of operation a separate 
function is used. 
 

 
 
Then the processed message is then compressed to 
generate a compression function as is shown in fig 6.  
The various values of T[I] for each step in each round 
of operation is shown in table 2.  
 

 
of all hashing algorithms MD5 is the fastest.MD5 
also checks for the authenticity of data. 
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VI. EXPERIMENTAL RESULTS   

  
The combination of  AES  and MD5 encryption and 
decryption are simulated  using VHDL and optimized 
results are obtained. By make use of the 
characteristics of AES and MD5 the efficiency of 
encryption in RFID can be improved.  
 
The delay in the execution of AES  is only 4 ns  
whereas in  MD5 the delay is 5.587ns . The output 
waveforms of AES and MD5 algorithm are shown 
below: 

 
 
The synthesis and timing reports obtained by 
synthesizing AES and MD5 algorithm is shown 
below: 
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CONCLUSION  
  
An efficient method of cryptographic chaining 
approach has been introduced in this paper. A secure 
means of data transfer can take place in IOT by 
integrating the chained cryptographic algorithms into 
the tag. The code is simulated in verilog and the 
efficiency is verified.  
 
A synthesizable verilog code has been developed for 
the MD5 algorithm and the 128 bit AES algorithm 
and they have been chained for two rounds of 
operation and is then simulated in Modelsim6.5 and 
Xilinx14.2 which can be implemented in an FPGA 
kit. Individually AES and MD5 has several 
shortcomings but by the combination of the two 
algorithms the security improves drastically but at the 
same time the memory usage increases.  
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